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2016 olc Cwnili 6asly dudlyc a5 puh SMART CLOUD GROUP

wiclinll wwjaillg duaiall albiiwYl aadi ga daniia

(ISO) éugall éyylayl dahiyl wle pSjill ga «wuuwgallg
.6agieall dulaeall Glngadllg

EUROCERT (ia dagaja éulga slaicl dlma ga asluull Jaoi e
dealinyl alaja wilcl glaal (ESYDg IAF ja éaaieall (yligul)
.audlanallg
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éuallell alanigall

wnhuwgll éyidill dealall :Jio dlealy go ASlph agdc Lligal e
jjeil dugiall éuidill dealallg fuidill hwgVl alyall dealag
gat éubiba dulhll wijaig dclinllg wiall adeill gu Jalsill
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CISCO CERTIFIED

% Syoiadsus NETWORK ASSOCIATE

(CCNA)

«Glanill alulwl anal dlagi dujai d)g> v (Cisco Certified Network Associate gl) CCNA d)ga
Ahwgiall wl] dhwll Glannll clhal wliigiw lg (Jr&uii (1S )i (arani wile é)adll daiaig

¢é)gall oam wihoi jal
:J éwwlia é)gall

g aayea yupli ié guell Glsuill alle qa jiaiall «

logleall Laglgi&i «IYLaiYl dwais wgulall agle éulh o

iall acall gi alauill Jlaa wa gulalell guiallg guuaiaall

Jaell dguw wid annyé éabjl Lalle daaiea éuima dalad wile Jgaally gueldl glabyl «

0— .
= topics

e Networking Fundamentals

» Ethernet Switching

» Switch Configuration Basics

e IPv4 Addressing

» IPv6 Addressing

 VLAN and Trucking Concepts and
Configurations

e STP Operation

e Ether Channel and HSRP

e DHCP and DNS

» Wireless Networking s

e LAN Security and Device Hardening
» Basic Routing Concepts

e The Routing Table

e Inter-VLAN Routing

e Static and Default Route Configuration
e OSPF Operation & Implementation
e Network Security Concepts

e ACL Operation & Implementation
e NAT

e WAN, VPN, and IPsec

e CDP and LLDP

e Device Management & Monitoring
e Cloud, Virtualization, and SDN

e SDA and Cisco DNA Center

e Network Automation



%2, CISCO CERTIFIED NETWORK
PROFESSIONAL (ENTERPRISE
CERTIFICATIONS) (CCNP)

Al alauill quuaianal dnnsa Cisco S pn Ja éedlyial dalail cnan CCNP Enterprise dalais

Enterprise) dluwwgall alaun Juunig «&)lal Auaii aiani wa daadiall amiljlaa alil Jgaa

.(Networks

Alauill Cisco juua cna CCNA édalaull ey éullill 6ghill vung

Caalaiiill oAm wihoi Jal

Sspall Sluwdall wié lauill guaing
iyl @oad §agja §al Glawil gléedia o
Jiaiiillg wiall acall gayina e

dadeall alaunll A1aiig atani wia yanAill gud wép Ja

XX o ]
§  sSMARRTCLOUD
%%ECHN\CN_\&@ SYSTEMS & SOLUTIONS
P [ ]
= topics

» Packet Forwarding

e Spanning Tree Protocol

e Advanced Spanning Tree

» Multiple Spanning Tree Protocol
e VLAN Trunks and EtherChannel Bundles
« |IP Routing Essentials

e EIGRP

» OSPF

» Advanced OSPF

e OSPFvV3

 BGP

e Advanced BGP

e Multicast

* QoS

e I[P Services

e Overlay Tunnels

» Wireless Signals and Modulation

» Wireless Architecture Infrastructure

e Understanding Wireless Roaming and
Location Services

e Authenticating Wireless Clients

e Troubleshooting Wireless Connectivity
e Enterprise Network Architecture

» Fabric Technologies

» Network Assurance

e Secure Access Control

e Network Device Access Control and
Infrastructure Security

« Virtualization

» Foundational Network Programmability
Concepts

e Introduction to Automation Tools



e MIKROTIK CERTIFIED

XY o )

SMERTCLOLD NETWORK ASSOCIATE
(MTCNA)

alac] wile gnnAiall ayjai wll baai MTCNA gl MikroTik Certified Network Associate @)ga
.RouterBOARDs g MikroTik RouterOS ajaal édiling (&)la)

MikroTik alaul alle vl Lwlwi Yaaa é)gall 0aa Aoig

¢é)gall oam wihoi jal

:1 duwlia dgall

MikroTik ailauil wna gulalell guidllg guuiinall

Ahuwgiallg 6 peall Aluwgall wia SlSuill yigdua

(ISPs) cui)iiyl Gaax §agja

dulaell alauidl alle Jgaa wa guélyll alagleall baglgisi gi aYLAiYl dwaia b «
MikroTik djamal alaziwl dralyial alaui alac) via wéy ga e

-o0— .
= topics
 About MikroTik _ _
» First time accessing the routerBridging » Static routing
« RouterOS command line.interface (CLI)Wireless « Setup a simple wireless link
« RouterOS CLI principlesQoS » Wireless Security and Encryption
« Initial configuration (Internet access)  Monitoring Tools
» Upgrading RouterOS  Firewall principles
« Router identity « Firewall Filter in action
« Manage RouterOS logins » Basic Address-List
« Manage RouterOS services e Source NAT
« Managing configuration backups « Destination NAT
« Resetting a RouterOS device » Simple Queue
« Reinstalling a.RouterOS device (Netinstall) « One Simple queue for the whole network (PCQ)
 RouterOS license levels » PPP settings
e Sources of additional information * IP pool
e DHCP server and client e Secure local network
o Address Resolution Protocol (ARP) « Point-to-point addresses
« Bridging overview e Secure remote networks communication

« Bridge wireless networks
e Routing overview
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MIKROTIK CERTIFIED
ROUTING ENGINEER
(MTCRE)

Aala’iml daadiall auagill dljlma wile j&,i MikroTik Certified Routing Engineer (MTCRE) é)ga
wiGualiall aungill aYgsgigp J2g4ig alac] wile s linall ayjai will bamig MikroTik RouterOS

alaunll gu VPNg
¢é)gall oam wihoi jal

:J dmnia 6)gall

LjiiYl daad gagja gl Alspill v alauill quuaina o
MikroTik wile agiei will Glunwgall wid GlSuill Spaa e

.@adiall wiiall acall quid «

QijiiYl pe £gya hyj gl Gadea aungi Jgla iy Juslyll o

topics

> M1 :- Static Routing

» More specific routes

« ECMP

» How to force gateway over specific interface
» Gateway reachability check and route policy
» Routing mark and route policy

» Recursive next-hop and scope/target scope
usage

> M2 :- Point to Point Addressing

« Pointe to pointe address configuration

> M3 :- VPN

» What is VPN

« Different types of vpn

» Site to site connectivity with tunnels

e |PIP,EolP,PPTP,SSTP,L2TP,PPPoOE

e Vlan and its usage

e QinQ implementation

e VLAN and manged switch

« VLAN and switch chip configuration Router

nle Yl MikroTik dlalail wile Jgaall aahy ga e

> M4 :- OSPF

» How ospf protocol works

e Hello protocol

e Database distribution and LSA types explained
» OSPF network structure (Areas , Router type)
e OSPF neighbors and neighbor states

» External Rout distribution methods

« Interface cost and interface type

e SPT calculation algorithm
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e (MTCWE)

Juunig alac] wile gujaiall Jialil daana MikroTik Certified Wireless Engineer (MTCWE) é)ga
ga¥l duslull athoill Wi-Fi alidil @aea amd JYA ga dudljial duslunll alauill clai
.daliszall Jniyl blailg enSlw)li

¢é)gall oam wihoi jal

:d éuwlia

)iyl §agjag wilealall Wilwwgall vié aslw)ll AlSuill guwainag o

.(Outdoor Wireless Links) éuajlall alaunll dihélig aiani wa Julaloll «

(Rural Coverage) éateull dihliall )iyl ajaai wcia gulalell guiall «

.claYl ddle Wi-Fi alaui alac] @ljial gid ey ga e

0— .
= topics

e Wireless Installations

e Wireless Standard

e Wireless Tools

e Wireless Troubleshooting
» Wireless Advanced Settings
e« 802.11n

e Wireless Security

e WDS and MESH

e Wireless Bridging

e Nstreme Protocol

e Nv2 Protocol
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(Associate) huugia sgiwa dalaiii v

MICROSOFT CERTIFIED
SOLUTIONS ASSOCIATE
(MCSA)

Microsoft Certified Solutions Associate (MCSA) éalauil

Microsoft dahil @,la] wile al3a¥l Juali) Microsoft ga aiai cils

o— ;
= topics

e Installing and configuration
Windows Server

e Configuring NTFES File System

e Configuring Virtual Machines,
Virtual Storage and Virtual Networks
e DHCP Deployment and
configuration

» Manage Virtual Machine (VM)
migration

e Implement Dynamic Access Control
(DAC)

» Configuring Windows server
backup tool

€&)gall oA wihei jal

(System Administrators) aki glggua «
(DBAs) alilwll aclgé glgguwa o

éuinill duidlg alSunll guwaiaa o

alilll jslya wna gglalell jguiall «
LAbaa pll dusaiong ugulall b e

» Configuring Hyper-V site level fault
tolerance

 Active Directory Rights
Management Services (ADRMS)
 Remote Desktop Service

e Group Policy Management

« ADDS Management

e DNS Service Configuration

» Software Deployment Service
(WSUS)
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RED HAT CERTIFIED

Rz SEnToee SYSTEM ADMINISTRATOR

(RHCSA)

Red aahil 6)la] wilc Llaalals 6jaé Cuii Red Hat Certified System Administrator (RHCSA) éalais
wa duglhall duedlgll aljlaall wile jS )i dilac dslaill g éulleds Hat Enterprise Linux (RHEL)

o— ;
= topics

e Get started with Red Hat
Enterprise Linux

e Access the command line

» Manage files from.the
command line

e Get help in Red Hat Enterprise
Linux

e Create, view, and edit text files
e Manage local users and groups
e Control access to files

e Control services and daemons

€&)gall oam wihei jal

(System Administrators) alkill §yaa e
cuinill duidlg Linux vuuaicna e

wiall acall yuid o

Linux éiy amay guclydl abaapll §)gha o
Alaunll dawaiag ugwlsll agle wia Juansiall dulhll o

» Configure and secure SSH

e Analyze and store logs

» Manage networking

e Archive and transfer files

e Install and update software

e Access Linux files systems

e Analyze servers and get support
o Comprehensive review
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Microsoft gladiwl dulawll duugall Aliy é6,1aY JuS)juiiall Juali wl] Azure Administrator 6,93 @ami
WAL Glauill Jaiin Lay Azure wile Jglall dilung (éudlpag (Auaii draus gjaiall aleiy tus (Azure
AZ-104 )uisl juiay Jagig dagugyaila Ja quawyll aaiall wile aaie| dygall .ariall dloaillg
€é)gall oam wihoi jal

Azure diu wl] JLLiYu ggué p Glauiig dahil glgguwa e

.Auinill drilg wniall acall guaica o

Azure 13)lga dasgag pini alac je édlgguall Gyall o

Microsoft ga édwawyll AZ-104 Galai wile Jgnall gguelyl alyadl o

= topics
e Get started with Red Hat » Configure and secure SSH
Enterprise Linux e Analyze and store logs
» Access the command line » Manage networking
» Manage files from.the e Archive and transfer files
command line e Install and update software
e Get help in Red Hat Enterprise e Access Linux files systems
Linux e Analyze servers and get support

e Create, view, and edit text files ¢ Comprehensive review
e Manage local users and groups

e Control access to files

e Control services and daemons
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(INFORMATION TECHNOLOGY
INFRASTRUCTURE LIBRARY)
ITIL 4 FOUNDATION

ITIL (Information Technology Jac jlb] wvid vuwlwYl sgiwall tua ITIL 4 Foundation dalais
(ITSM) dlagleall baglgi&i alaai &)laY i)l wiallell jlhYI gag (nfrastructure lerary)
cl.ah.l.ag funania ddiphy IT Jl dlaaa 6)la] dwars amay uéyy s .sll wigVl éulgul dalauilll oA a0]

o— .
== topics

.aqyiaag

Caalaiilll oAa wihei Jal

claell dlaadg wiadll acall vnahga «

dllaell gi gyjliiall eljaa o

dlagleall Uaglgisi vilggua «

Jlacyl willaa o

IT JI alaad wile aaie| diy wid Jaey gasii gl e
ITSM Jlaa Jgaa qua guclyll guaiiall o

e Introductien About This Training
» Understanding the Key Concepts of Service Management

e ITI Guiding Principles

» The Four Dimensions of service management
e Purpose and components of the ITIL Service value system
e Activities of the service value chain

e lITIL Practices



(R -ange CERTIFIED INFORMATION
g/ senTeen SYSTEMS AUDITOR
(CISA)

«didai Jlag wa deallell Glalauill pavilg sgél Ja 6aalg v ISACA dahia ga CISA éalais
lagleall aki gal é)lalg «uld)

Juaaill wilkhg wia dlaaa gl duglha Jg&i La lilleg «dlga 180 Ja jisl wia Lo @jiea CISA dalais
.(Big 4) spall duulaall als piig duagaall ddlall Aluwgall wia dnla wail puwll galg

¢CISA wulii al

(IT Auditors) alagleall aki gédaa e

(GRC — Governance, Risk, Compliance) dlagleall jal gllng «

a3g2ll huag JLiioYl glggua

SV ilall ca guigilly gguey gaall alsill gal sy e

Jlagleall baglgiai vinijag b o .wnnlall gl wlalall Gudaill ghwdl gakhga e

% topics
e The CISA Cecrtified cation Systems Maintenance and Service
e The Information Systems Management
Audit e Protection of Assets
e The Role of IT-Governance e Asset Threats, Response, and
e Maintaining“Critical Services Management
e Information Systems e Final Preparation
Acquisition and Development e Answers to the “Do | Know This
e Auditing and Understanding Already” Quizzes and Review
System Controls e Questions

e Systems Maintenance and
Service Management
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&t SQL SERVER
Glhi wle a3xiimig Microsoft 45l ja gada (DBMS) alily aclgd é)la] alkai g SQL Server
SQL (Structured Query @l alasiwl édialg dahia dadyyhy Llnclyjiwlg dand)la] @bl gajail guwlg
.Language)
¢SQL Server wuwliy Jal
alilbll aclgd ea gglaleiy gill gyyghall «
alauilllg dakiyl spaa e
alilwl gi Jlacyl aylaa wia gullaall «
dlagleall LiaglgiSig ugwlall b o
Gudlyial dduyhy dasn Alily ga Jaleill aap Ja Js e
% topics
e Introduction to Basic Database e Data Control language (DCL)
Concepts » Working with Indexes
e E-R Modeling and Diagram e Writing Transact-SQL (T-SQL)
e Normalization e Working with Stored Procedures
e Introduction to'SQL Server and Functions
e Introduction to SQL e Implementing Triggers
» DDL and DML Statements » Working with Cursors
e Working with Queries (DQL) e Transaction Control Language
e Aggregate Functions (TCL)
e Joins and Set Operations e Backup and Restore

o Implementation of Data integrity e Advance Features
e Working with Constraints
e Implementing Views



0 09@
Q0009

(AR 43 ORACLE DATABASE
N ®}5 SMARRT CLOUD

wilc (RDBMS) dudsilell alilwll aclgd é)la] dakil jaiilg sgal Ja daalg v Oracle Database
Aaanllg dwbwall alilwl 6)1aY éusll aluwdall @Yl wié gadiwig (allell sgiwa

¢Oracle alei wulii jal

Database Administrators (DBAS) «
PL/SQL 4 yglaes Juygha «

alily wllaa e

Cloudg DevOps vuuaima e

.usiig culla ahi gi dasn dlily ga Jaleii will Gls il «

o— '
—= topics

e Introduction

» Understanding Oracle Database
Architecture

» Managing Users, Roles and Privileges
» Moving Data

» Accessing an Oracle Database with
Oracle supplied Tools

o Managing Tablespaces and Datafiles
» Managing Database Instances
 Managing Storage

» Configuring Oracle Net Services

» Managing Undo

 Restricting and Sorting Data

 Displaying Data from Multiple Tables
Using Joins

» Understanding Data Definition Language
e Managing Data in Different Time Zones
» Using Single-Row Functions to
Customize Output

e Using Subqueries to Solve Queries

» Managing Sequences, Synonyms,
Indexes

e Using Conversion Functions and
Conditional Expressions

» Managing Schema Objects
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PYTHON

w8 @adiuig (agul allell wyia laladiwlg dlgawg &b daapll Glal jisi ga 6aalg v Python
dualoll Aliaapllg @iaill waclihnYl elSall «ililwl Juai augll pghi Jia daaeia aylan

¢Python c.u.uLu ual

daapll allc wia Lalai Juiaiall «

Aailjad guugi v gucldl gyghall »

alilwl quuaiaag alibwl gillaa «

)l aleillg wiclihnyl clSall Juaimall o
Ahuwy algal pghi gl diaiyl Jlaa wia dlgall «

o— .
—> topics

e An Introductien to Python e Writing GUIs in Python (Tkinter)

e Beginning Python Basics e Python SQL Database Access
e Python Program.Flow e Network Programming

e Functions& Modules e Date and Time

e Exceptions Handling e Few more topics in-detailed

e File Handling e Regular Expression

e Classes In Python e Threads ESSENTIAL

e Generators and iterators e Accessing API ESSENTIAL

e Data Structures e DJANGO

e Collections
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A=Y
o) = ASP.NET
\ ) SMRRTCLOUD PY

gdlga clitl gadimig Microsoft &sub aliil ga wgll alauhi pghil Jac bl vua ASP.NET
SQL Jia dlily aclgé acaig Windows aalga wile Jaei dugdg «iial usuality wug dlduhig
.Oracleg Server

CASP.NET wuwlii gal

NET. aiu gl #C aal gglaay Juall gyyghall «

dialg 6 diwa wig Jgla ge dialdl aluuwgallg GLS pitll «

a1ga Glily 6aclay aralill aaalgll Jungi ggayyy gl alauhill §)gha
Adalall aahiVlg duwwgall alduhill aYlaa wia Jglaes ga e

= topics
e Introduction to Basic Database e Implementing Views
Concepts » Data Control language (DCL)
e E-R Modeling and Diagram » Working with Indexes
o Normalization e Writing Transact-SQL (T-SQL)
e Introduction toSQL Server » Working with Stored Procedures and
e Introduction to SQL Functions
 DDL and DML Statements e Implementing Triggers
o Working with Queries (DQL) » Working with Cursors
» Aggregate Functions e Transaction Control Language (TCL)
e Joins and Set Operations e Backup and Restore

e Implementation of Data integrity e Advance Features
» Working with Constraints



TN 00-@
(Ray)  TRee
N semTees FULL STACK DEVELOPER

anaapll duhill gl wugll duhi aldih graa wic Jaell wile jalé jgha ga Full Stack Developer
Jaleii will (Back-End) éualsll daalgll wi] (aadiwall Lol enill (Front-End) éraladl déaalgll ga
Aginill duiylg alilwl aclgé wi] Ygng (aalgallg alilull ga

Cd)laall oda cuwlii gal

dilabiy déubrgy Juélpl duidill gi ugwlall agle wilb

Aaawail dlols gyjliia elin guélfl praapallg graanall «

alduhill pghi amay gguep Juall asilill Jlacyl ulani «

Remote gi auiili ails piy wna Jaey gi Vdiwa 1jgha auny gi g gasul i e

2 topics
—C)
e Welcome to the Full Stack » Making A Website Accessible
Engineer Path » Portfolio Project: Personal Portfolio Website
e Overview of Web:Development e JavaScript Syntax, Part lli
e Fundamentals of HTML e JavaSc ript Testing
e Fundamentals of CSS e Async JavaScript and HTTP Requests
e Developing Websites'Locally » Web Apps
» Deploying Websites e React, Part |
e Improved Styling with CSS e React, Part
e Making a Website Responsive e Redux
e JavaScript Syntax, Part |  Git and GitHub, Part i
e JavaScript Syntax, Part I e Portfolio Project: Reddit Client
e Git and GitHub, Part | e Introduction to Back End
e Portfolio Project: JavaScript e Build a Back end with Express.js
Syntax

e Building Interactive Websites



o— .
== topics

e User Authentication &
Authorization

e Back End and Feature
Testing

» Database Basics

e Working with Databases

» Designing Relational
Databases

e Advanced PostgreSQL

e Adding a PostgreSQL
Database

o API Development with
Swagger and OpenAPI
 Portfolio Project: E
Commerce App (REST API)

e Connecting Front End to
Back End

e Deploying Web Applications
e Web Security Fundamentals
e Data Security

FULL STACK DEVELOPER

e Common Attacks on Web
Applications

e Fundamentals of Operating Systems
e DevOps Fundamentals

e Portfolio Project: E Commerce App
(Client)

« What To Expect in a Technical
Interview

e Linear Data Structures

o Complex Data Structures

e Algorithms _

e Search & Graph Search Algorithms
e Interview Skills

» Portfolio Project: Open Ended PERN
App

e Next Steps in Your Full Stack
Engineer Journey
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COMP TIA SECURITY +
CERTIFICATION EXAM
(SYO-701)

dlagleall gal wvua duwlwYl aljlaall Es)lial c_u.u daaioa dualle dalaun v +CompTIA Security
éulang alawuil gai alle wl] Jgaall aup yaui g @lthil @héi Jaal pioig (Cybersecurity)
... I. .i"

¢ +Security dalaud wuwlii gal

il puull gaYl na (iaivall o

ga¥l i yanaill ggayy Jall dlsuillg dakiyl guggua o

(DoD 8570 Jia) aaiea dalavil wlhi wiill dragsaall aluuwgall gl giuall alyal e
Ja¥l Jlaa vl JLELivh guaimall qiiall acall wyillag e

-dlagleall kaglgisi viay)ag uilb »

O c
— topics

> Threats, Attacks, and Vulnerabilities
> Architecture and Design

> |mplementation

> Operations and Incident Response
> Governance , Risk , and Compliance



CERTIFIED INFORMATION
SECURITY MANAGER
(CISM)

gglaoy Juall clpsll dnnia ISACA dahia ga lalle Lo @Wjiea éudlyinl daladil gia CISM Galais
G)lalg duayiliwl Jy d4idi Galaui had duylg «Glwwdall sgima wile dlagleall jal 6)lal Jlao g
SHSI GLS il wna dola éuial 6)laY1 Wilkhg wia duglhiall Glalauidl wilei ga CISM dalaull pio]
.dgidlg «iragsaall alclhall

¢CISM @alaii wwlii Jal

(IS Manager gi CISO) dlagleall Jal gpaa e

éuio¥l Glwluwllg JliioYl gulnai

sJ1a] gulb gga dlagleall jal gddaa o

iaSgalig jhlaall gpaa «

SV ] cnidill wilall ga JLEiiW ggoeun Jgayiaa «

% topics
e Enterprise Governance e Information
e Information Security Security Program Management
Strategy e Incident Management
e Information‘Security Risk Readiness
Assessment e Incident Management
e Information Security Risk Operations
Response

e Information Security
Program Development
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CERTIFIED ETHICAL
HACKER V13
(CEH)

Jlaa wa duallell Glalaill sgéaig pauil Ja daalg vua EC-Council dakia Ja CEH v13 dalaui
alyeill GLLISY éuidill aljlaall dliay Lalala gi culi vung (Ethical Hacking) waaMayl @l syl
.Alhuniag duigild ddyhy galg dinlyall adluig algai yuaiy dakhiyl wia duial

Caaladilll oAm wihoi Jal

na)aYI @lyiaYig alagleall Jai via Jaell ggrelyll o
Red Team / Blue Team / SOC w@ija clircl o
Vulnerability Analysts aljeill gllag e

Security Testing wiia¥l jLisYl v Jganiiall «
Cybersecurityg IT d¥laa vua uMhll o

dlauaaill amas gguel i duwinill duidlg alsunll glggua o

-0— .
= topics

e Introduction to Ethical Hacking
e Foot printing and
Reconnaissance

e Scanning Networks

» Enumeration

» Vulnerability Analysis
» System Hacking
 Malware Threats
 Sniffing

» Social Engineering

e Denial-of-Service

» Session Hijacking

e Evading IDS, Firewalls, and
Honeypots

e Hacking Web Servers

e Hacking Web Applications
e SQL Injection

e Hacking Wireless Networks
e Hacking Mobile Platforms

e [0oT Hacking

e Cloud Computing

e Cryptography



CERTIFIED CHIEF INFORMATION
SECURITY OFFICER
(CCISO)

luna daana (Executive-Level) Lile ddljial éalail vua EC-Council dakia Ja CCISO éalauis
.unliall gaa wigil ggaahy (a gi «ilagleall jai §paa (CISOs Jia wil puwll Jadl dslal

€CCISO éalauis wwlii gal

wllall CISO wili gi CISO

alogleall Uaglgisi gi wuil uull gaVl cljaa o

(GRC) JliiaYig jhliallg dasgall Jlaa wia 6ald e

alagaall gi dgidl wa wiall JLiaYl glggua e

wuil ! ga¥l ¢id e duatilyiwl aalia wil wasill jgeuy ga e

-0— .
= topics

» Governance

e Security Risk Management, Controls, & Audit Management
e Security Program Management and Operations

e Information Security Core Concepts

o' Strategic Planning, Finance, Procurement and Vendor
Management



3200 COMPUTER HACKING
SMPRTCLOUD FORENSIC INVESTIGATOR
(CHFI)

EC- dahia g 034 6aaiea éualle dalavil v (wguwlall @lyisl aslys @ésa) CHFI @alais
il punll &algall ggég 2o (Digital Forensics) wadjll wuiliall gududaill ailall wile j55ig «Council
Alaaall gl il puill (Glalyiayl Jio

¢CHFI| wwlii gal

il ol gusliagl Gudnill Gya cliac o

(CSIRT) &algall dlaimyl diya o

draganll Gluwgallg dgidl wvia gaVl bus .

diuall gi-dbpill wna drad i aayl gia guaniiall «

augilall dlaaaillg atig) isiyl aslyall Jlaay graiaall e
GRC (Governance, Risk, Compliance) willag wna julalell «

-0— .
= topics

« COMPUTER FORENSICS AND
INVESTIGATIONS AS APROFESSION

« UNDERSTANDING COMPUTER
INVESTIGATIONS

 WORKING WITH WINDOWS AND DOS
SYSTEMS

« MACINTOSH AND LINUX BOOT PROCESSES
AND DISK STRUCTURES

o THE INVESTIGATORS OFFICE AND
LABORATORY

e CURRENT COMPUTER FORENSICS TOOLS

» DIGITAL EVIDENCE CONTROLS

* PROCESSING CRIME AND INCIDENT SCENES
 DATA ACQUISITION

« COMPUTER FORENSIC ANALYSIS

o E-MAIL INVESTIGATIONS

 RECOVERING IMAGE FILES

* WRITING INVESTIGATION REPORTS

« BECOMING AN EXPERT WITNESS

« COMPUTER SECURITY INCIDENT RESPONSE TEAM

o LOGFILE ANALYSIS

 RECOVERING DELETED FILES

o APPLICATION PASSWORD CRACKERS

* INVESTIGATING E-MAIL CRIMES

* INVESTIGATING WEB ATTACKS

* INVESTIGATING NETWORK TRAFFIC

* INVESTIGATING ROUTER ATTACKS

o« THE COMPUTER FORENSICS PROCESS
 DATA DUPLICATION

» WINDOWS FORENSICS

e LINUX FORENSICS

* INVESTIGATING PDA

« ENFORCEMENT LAW AND PROSECUTION
* INVESTIGATING TRADEMARK AND COPYRIGHT
INFRINGEMENT



by CERTIFIED INFORMATION SYSTEMS

XY 2 )

SveTeL oL SECURITY PROFESSIONAL
(CISSP)

v dlagleall Jgni éulaal duglhall éuallg édyeall clliai clii cuii dalail yiang (CISSP) dalais
w1d elipd aliy Lalle Ijuea aoig , duigiléllg diyjlaYl éuidill wilgall gu Jjlgill ga @adea dliy
Alwwgall §giwa wilc dlagleall Jal aaly 6)lalg Aldiig arani

€CISSP éalauiy wwlii gal

(CISO / IS Manager) clagleall jal gpaa e

alauiillg dlagleall Jal guaina o

(GRC) alilwll dasgag JliiaYl glgguwa «

Jgoadia gal glina e

dlagleall aki jal g)Luiima o

Lalle éduimall aiiléa jjoi lilga 1alaicl a3y ga JS o

-0— .
= topics

e Security andRisk Management

e Asset Security

e Security Architecture and Engineering
o Communication and Network Security
e Identity and Access Management (IAM)
e Security Assessment and Testing

e Security Operations

e Software Development Security



N eeisse IMPLEMENTING AND OPERATING
Y/ svemTciouo  CISCO SECURITY CORE TECHNOLOGIES
(SCOR) - EXAM: 350-701

wglhall quulwyl glaiaYl Jiaig (Cisco 4S pir Ja daadia dalaid via SCOR 350-701 dalauis
.CCIE Security éalauii gai daaieall aljluall ga Lavii Las (CCNP Security dalauil

gan duulwY duil ol dlasll Glidi Jieidig Awaiil éy)guall aljlaall Elliab Ll cuii dalavill oam
Spall dluwgallg als uill alin wa gulalell juajinall Annga wiang éuiaVl Cisco éuil

¢SCOR éalail wwlii gal

(Network Security Engineers) alauill Jal guaina o

éud il guel i CCNP Routing & Switching gi CCNA Security gajing e
daadiall duiaYI Cisco alidiy Jgaimall alauill gulnAai «

SOC / NOC / Incident Response «ija o

‘e Jgnall ggou ga «

(|anai + SCOR ulhii) CCNP Security daladi o

(Lab I bhuivg SCOR jlial ulhiy) CCIE Security dalaii o

0— .
= topics

e Security Concepts

o Network Security

» Securing the Cloud

e Content Security

e Endpoint Protection and Detection

e Secure Network Access , Visibility , and Enforcement



FORTINET CERTIFIED
PROFESSIONAL (NETWORK
SECURITY) NSE4

wais amal pdjinall Jangi Fortinet ga daaiea dalai cnan NSE 4 — Network Security Professional
«auagill dlaall via dulac aljlaa amaiaig (FortiGate éylanll jlan aladiwl alauidl glai Jgla Lais
Alagaaill 6)lalg «&jilall VPN

€&)gall oam wihoi jal

(Network Security Administrators) alauill jal glggua o

Slwwgall v Atinill duidl guaing e

FortiGate éjlal gguclyll dahiVl cljaa o

Guiiyl §agja gl AYAIYI ALS pil cnd Jglalell .

laell wilpuuwll ya¥l Jlaa vé aailjlea jujeis ggaiaall «

2= topics
e System and network settings < SSL VPN
e Firewall policies and NAT e IPsec VPN
e Routing o SD-WAN Configuration and
» Firewall Authentication Monitoring
 Foptinet singlessign — on e Security Fabric
(FSSO) e High Availability
» Certificate Operation » Diagnostics and
e Antivirus Troubleshooting

» Web Filtering
e Intrusion Prevention and and
Application Control
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COURSES



ISO\IEC 27001
INTERNAL AUDITOR

gai Jlao wa Jaey yadiin gV dllagall aai ga 20§ ISO 27001 alhil qualall déaall sl
JAla (ISMS) dlagleall jal é)la] plhi audi wilc Elijad uli fun (JliaYl gl wdudaill Wilagleall
ISO/IEC 27001 juea Gllhial liag dunwgall

€1ISO 27001 Internal Auditor éalaui u.l.uLu ual

(Information Security Officers) cilagleall Jal gakhga «

Aluuwgallg Als pill g wlalall @iaaillg JUiaYl @iya clacl o

(ISMS) clagleall gal é)la] alki duélya gl duhi gc Jglgguall «

vuwgall Jguunill gl 63gall gjlitima «

duiall alelpyig Glwlunll ga Jglaleiy gall dlagleall Uaglgisi @ija claci o
dulgall yuleall duhi A gl aaiea wilals galjas Jaoll vieuy ja Js

-o— .
= topics

e Background to Information Security Management Systems
(ISMS)

e ISO/IEC 27001: structure, auditing areas, terms and
definitions

¢« Management system and ISMS auditing

e Auditor competence, responsibilities and characteristics

e Audit evidence triangle



ISO/IEC 20000 - IT SERVICE
MANAGEMENT INTERNAL
AUDITOR

alogleall éuidi Glaaa éjlal alhi puleag Saliay gusjbitall wysei will @bami ISO/IEC 20000 &)ga
whei . Jaell alabial ga dddlgia dullc d3gay alagleall didi dAload aiadi gary gallg (ITSM)
@algill ga @aaillg gualall @daill wilc éjaéll gjaiall Aiaig danlgall duulwl aldhiall &)gall

ISO/IEC 20000 julea ga

€ISO 27001 Internal Auditor éalaud wuwlii gal

Glagleall Auidi alual gakga e

.63gall clyaag IT JI dlaad cljaa

lAlall @isaill glggua o

ISO/IEC 20000 éslaiis wile Jgnall drclull Slunngall o

Augall yuleall Luh Glagleall baglgiqi aloas dakil diumiy ggaimall

-o— .
= topics

e Background to Information Security Management Systems
(ISMS)

e ISO/IEC 27001: structure, auditing areas, terms and
definitions

¢« Management system and ISMS auditing

e Auditor competence, responsibilities and characteristics

e Audit evidence triangle
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Sty N ARTIFICIAL INTELLIGENCE IN

S EDUCATION: FUTURE TOOLS
AND APPLICATIONS
(Al-EDU)
i yuniig «alaall diailg (adeill wlwl pghi wia wiclihnyl clSAll jga 6)gall oAa 3 eiwii
aloill

wuigualyl aueill §)ghag (il dlivanli clacig @aliall vnaanag (ualeall

-0— .
= topics

e Adaptivedearning systems
e Al-driven assessment tools
e Intelligent content delivery
e Student behavior prediction



Sty N ARTIFICIAL INTELLIGENCE IN

o e HEALTHCARE AND MEDICAL
APPLICATIONS
(AI-HEALTH)

uhll &ayllg déuduiill dylelg alell hyhiig aidill g yiclinnYl clSall alaladiwl Jgliii

:hei ga wl|
sguall whll qué geislllg @éanll dlagleall baglgi&i yianaiag wuhll Jlaall wia Julalell

-0— .
= topics

e Al in medical imaging

e Clinical decision support

e Predictive analytics in healthcare
e Drug discovery with Al



corsies ARTIFICIAL INTELLIGENCE

e A FOR BUSINESS AND
DECISION-MAKING
(Al-BIZ)

allaell éclagg wnagilyiwyl huhaillg (Jlacyl clSa jjeil wiclinnaYl clSall gladiwl wilc j&)i

:hei ga wl|
Jlacyl alg)g (gullaallg (gyjlitimallg (Jlacyl Galél

-0— .
= topics

e Al in market analysis
e Customer behavior prediction
o Workflow automation
e Strategic forecasting



X = ]

i ARTIFICIAL INTELLIGENCE IN
e IOT AND SMART CITIES
(AI-1OT)

.0aall é)lalg ilaiall djmaVlg @usall dxiaill éuidl wiclihnyl clSall jjos «us jabi

:hei ga wl|
alauill quuainag @usall gaall yiahiag bVl il §jghal

-0— .
= topics

e Smart traffic and energy systems
» Predictive maintenance

e Real-time analytics

Al for environmental monitoring



Sty N ARTIFICIAL INTELLIGENCE IN

e DIGITAL ARTS AND CREATIVE
TECHNOLOGIES
(Al-CREATIVE)

dlgal aladiwl wad )l sginallg widnugallg Jgiall aliil vna cnclihnyl cLSAll jga S i

ducluyl aliaill gia gnnaiallg (sginall gling (paanallg (Juiliall

-0— .
= topics

e Generative Al .tools

e Text-to-image models

» Al-assisted video editing
e Creative automation



X = ]

e GOVERNANCE
(AI-ETHICS)

Auigildllg aa)aYl jhYl gan dlggua wiclihnl clS3 dahil Awaiig pghi Jgliti

:hei ga wl|
ouigiléll elpuallg waclinnYl clsall §jghag (JliiaYl wigduag (lwluull yieilal

-0— .
= topics

e Bias and.fairness in Al

e Data_ privacy regulations

e Explainable Al (XAl)

» Global Al governance models



X = ]

" BUILDING INTELLIGENT
wowessres APPLICATIONS WITH Al TOOLS
(Al-DEVELOP)

nclihn)l lSall aluigig Cllg:i alaaiwb cuss alauhi pghi duais aileil dulac d)ga

:hei ga wl|
Jguwlall duiing aglc viaujag (aapallg «(lagleall duidi dulhl

-0— .
= topics

e Python and machine learning
e Deepdearning frameworks

e Al integration‘with APIs
 NLP and chatbot design



waiiege USING Al TOOLS IN ACADEMIC
SyERTCLoUD RESEARCH
(Al-RESEARCH)

.Sginall cliiilg Julnillg aiaiVl JYa ga walell &l Aacay Jl viclihnyl clsall jSa @us Afgi

:hei ga wl|
guainlayl ualgallg dulell alwljall ddhg (il

-0— .
= topics

e Al tools for data analysis

e Literature review automation
e Research writing assistants
e Visualizing scientific findings



X = ]

SHO2 ETHICAL Al TOOLS IN
STETERER SCIENTIFIC RESEARCH
(AI-ETHICAL-RES)

nidillg wnalell dadl wua wnclihn)l cLSall Cllg:il dlanllg Jgguall alasiwyl wle jaji

:hei ga wl|
al)gisall dulhg (Juainlsyl gauiallg «laMA Yl glal clacy

-0— .
= topics

e Ethical considerations in Al-generated content
e Dataset validation and bias

e Responsible research publishing

e Compliance with academic standards
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